Do people care about their location privacy while using location-based service apps? This paper aims to answer this question and several other hypotheses through a survey, and review the privacy preservation techniques. Our results indicate that privacy is indeed an influential factor in the selection of location-based apps by users.
INTRODUCTION
W ITH the tremendous growth of smart devices and mobile internet in the last decade, mobile apps have become an integral part of our everyday life and a lucrative business for service providers. Same as how users highly depend on the services mobile apps offer, service providers are thirsty for more data from users to provide a better experience and gain more customers. One crucial source of information is the users' location data. Apps that use the location of users to provide a service are usually referred to as Location-Based Service (LBS) apps. Through these applications, users submit their locations to LBS providers and in return, benefit from the services they offer. An example of an LBS app is Google Maps, with over 2 billion monthly users in 2018. It is not a surprise to know that the annual market for LBSs is expected to reach 68.85 billion US dollars by 2023, according to 'Research and Markets' report [1] . Fig. 1 categorizes the services LBS apps provide based on their most widely used applications.
We have demonstrated the widely accepted system model for LBSs in Fig. 2 . Users make queries on the LBS app, providing their location, and requesting for a service. The telecommunications network transmits queries to the LBS provider replying with the requested services. Luckily, the telecommunication infrastructure is considered to be trusted as governments have enforced regulations to protect the privacy of users. However, such protection and laws are not easily applied or even exist for LBS providers. If an LBS provider aims to exploit users' location data, they may accumulate the requested location queries over time and apply data mining techniques to infer sensitive information about users. For example, LBS providers can learn about the home address, shopping habits, and the users' daily routines. Such threats have sparked the importance of location privacy.
Duckham et al. [2] define location privacy as the ability to prevent other parties from learning one's current or past locations. In simple words, location privacy refers to having control over how our location data is being used. Recent misconduct in the US election and Facebook scandal has exposed the importance of privacy and in particular, location privacy more than any time before in history.
Although there is a consensus in the research community on the significance of location privacy and privacy preservation in LBS apps, it is crucial to understand the users' perspective. Do people care about their location privacy while using LBS apps? Does location privacy have any impact on their decision to use an LBS app? In this work, we take a step further to understand if location privacy actually affects the choice of apps that users download and use. Our primary hypothesis is that the perceived privacy of LBS apps from users' perspectives directly affects their intention to use the apps. We designed a survey to test our hypothesis. Our study is not limited to the implications of the perceived privacy of LBS apps. We provide a compre-arXiv:1911.01633v1 [cs.DB] 5 Nov 2019 hensive analysis of factors affecting the acceptance of LBS applications examining seven hypotheses to understand user insights. We also review the state of the art techniques that can be used to improve the location privacy of users in addition to presenting potential future research directions and challenges.
DO PEOPLE CARE ABOUT LOCATION PRIVACY?
To find out the importance of location privacy in the eyes of the users and whether it influences their decision to choose an LBS application, we designed a questionnaire based on the Technology Acceptance Model (TAM). TAM was initially proposed by [3] and widely applied in different companies and enterprises to understand the user acceptance of new technologies. Just a few examples of using TAM are:
• Examining physicians' decisions on the acceptance of telemedicine technology at public hospitals in Hong Kong [4] .
• Examining user acceptance of hotel reservation websites for both hotel-owned and third parties [5] .
• Examining external factors influencing user acceptance of personalized online shopping [6] . Fig. 3 demonstrates our proposed model to understand the user acceptance of LBS apps and the importance of location privacy. In the remaining of this section, we start by explaining how we have conducted our experiments and the methodology used to analyze our hypotheses. Then, we describe each element or so-called construct of the model, including our findings, insights, and discussions.
Methodology
We conducted our survey among 98 people based on random sampling and carefully analyzed the answers to understand the attitude of users towards LBS apps. The participants of the survey consisted of 58 male and 40 female respondents. To understand the cause and effect relationships and evaluate our hypotheses, we analyzed the data using the Partial Least Square Path Model (PLS-PM) with the aid of SmartPLS software. We verified • RELIABILITY of our data using Cronbach's alpha and composite reliability [7] . Cronbach's alpha indicates how well the questions used for each construct of our model measures the construct. All our Cronbach's Alpha values are close to or higher than 0.7 for each construct, which is the widely accepted threshold to consider questions as reliable. We further investigated the reliability of our data using composite reliability, which indicates the internal consistency of the questions for each construct. The acceptable benchmark of the minimum 0.7 achieved for this measure in all constructs.
• VALIDITY of our measurements using convergent validity and discriminant validity [8] . Convergent validity is an indicator that proves the relations between questions that were supposed to be related theoretically. To have convergent validity, there are two requirements; First, the factor loadings should be higher than 0.7 as it is the case for our questionnaire. Second, the average variance extracted should be higher than 0.5, which is also valid based on our collected data. Next, we considered discriminant validity to prove that measured constructs which should not be related theoretically, are actually not related. For this to be true, the squared root of variance shared between constructs and their items needs to be higher than the correlations between the construct and any other construct, which is also true for our designed questionnaire.
Results & Discussions
Our model in Fig. 3 shows the cause and effect relationships that we hypothesized to exist between the constructs of our model. Each arrow indicates our belief in the significance of one construct on another. For instance, we hypothesize that the attitude of users has a significant influence on the intention to use of the LBS apps; therefore, an arrow is originated from the 'attitude' construct to 'intention to use' construct.
To have a better understanding of the relationships between constructs, Fig. 4 provides the scatter plot for the considered cause and effect relationships. The background color of plots describes if the relation between the considered two variables is statistically insignificant, significant with low influence, or significant with high influence. In the remaining of this section, we define each construct of the model and explain our findings corresponding to that construct, and finally present a summary of our most important findings.
Perceived Credibility indicates users' perception of how efficiently and reliably their given tasks and requested services from LBS providers can be handled. Our initial hypothesis was that perceived credibility should have a significant effect on the perceived trust of the LBS apps. Our findings indicate that it is not the case. The impact of perceived credibility is not high enough on the perceived trust of the users to be considered as significant (Fig. 4a ). This is good news for new competitors entering the LBS market as their lack of reputation cannot substantially hinder the success of their application in the market.
Perceived Privacy indicates how in control the users think they are while giving their information to LBS providers regarding the way their data is being acquired and used. According to the results of our survey, perceived privacy has a significant effect on the perceived trust of the users (Fig. 4b ). The impact of perceived privacy is found to be less than perceived security but still significant. Our finding points out that people are concerned about how service providers are using their data. Therefore, it is crucial to devise approaches for preserving the location privacy of people in LBS apps.
Perceived Security is the belief of users on the preservation of integrity, confidentiality, and non-recognition of their personal information given to service providers. As expected, our findings show that the perceived security of the LBS applications is the most critical factor influencing the perceived trust of the customers (Fig. 4c ). This means that the users of LBS applications care more for security compared to other factors in the model. A major reason for this observation could be the lack of awareness of the threats that a breach of privacy can cause.
Perceived Trust states how secure the users feel while depending on the LBS providers. According to our results, perceived trust has a significant influence on the attitude of the users towards LBS apps (Fig. 4d ). Therefore, it counts for a substantial component on the decision that the users make about using the LBS apps. As explained, the perceived trust of users is significantly influenced by perceived security and perceived privacy of the LBS apps.
Perceived Ease of Use and Perceived Usefulness constructs are crucial constructs used in our model, which are proposed as part of the original TAM. Perceived ease of use represents the degree that the users think using LBS applications are free of efforts, and perceived usefulness refers to the level that the users believe the use of LBS apps would help them to enhance their job and everyday performance. According to our survey, perceived usefulness of the LBS apps has the highest impact on the attitude of users (Fig. 4f ). However, perceived ease of use of the LBS apps is not found to have a significant effect on the attitude of users towards using LBS apps (Fig. 4e) .
Attitude (A) & Intention to Use (IU) are the ultimate constructs of the model indicating whether users are going to use an LBS app or not. As two major factors of the original TAM model, we hypothesized that the attitude of users significantly influences their intention to use of LBS applications, which expectedly turns out to be the case (Fig. 4g ). In our model, we anticipated that three constructs affect the attitude of users: perceived ease of use, perceived usefulness, and perceived trust, among which perceived usefulness and trust of the LBS apps found to be the most influential factors.
In summary, the key insights that our model provides are:
• Perceived trust of users has a significant impact on the attitude of users towards using LBS apps.
• Perceived privacy of users towards using LBS apps has a significant impact on their intention to use.
• Perceived usefulness of LBS apps is found to be the most critical factor influencing the intention to use.
• Perceived credibility and perceived ease of use of LBS apps are not found to be significant factors affecting the intention to use of the LBS apps.
TECHNIQUES TO IMPROVE LOCATION PRIVACY
As our experiment suggests, location privacy is not just technical jargon, but it has a real influence on the attitude of individuals. In this section, we review some of the techniques that can improve users' location privacy. Most of these approaches aim at achieving a privacy metric called k-anonymity, which indicates that the location of users is not identifiable from at least k-1 other users [9] . As shown in Fig. 2 , the LBS provider can act as an adversary and compromise the location privacy of users. It can apply data mining techniques to infer sensitive information about users and take advantage of such information by selling them to other parties or using them for other purposes, such as advertisement. Therefore, the following techniques are developed by researchers to protect users against such threats. Note that all the following methods correspond to the application layer of smart devices.
Generation of dummy locations to hide the location of users from LBS providers is proposed to preserve the privacy of users [10] . The idea is to request services for k-1 fake locations as well as the real location of users. Such locations are referred to as dummy locations. Dummy locations help to confuse the LBS provider in identifying the actual location of users as they are also queried with the same user identifier. The significance of the dummy generation technique is that there is no need for a trusted service provider to anonymize users' location data, as the existence of such trusted service providers can become a problem for the privacy of users itself. Pseudonym assignment is a technique to hide the identity of users with the aid of a trusted service provider. Identifier of a user can be the name, IP address, or any other property that can be uniquely related to users. In this technique, the trusted service provider collects the location information of users and assigns a fake identifier or socalled pseudonym, and then, transfers it to the LBS provider. Therefore, the trusted service provider prevents the LBS provider, which is considered to be untrusted from learning users' identity. As finding a truly trusted service provider can become a problem itself, some in the literature suggest creating the pseudonyms by the users in the network.
Mixed zones technique focuses on specifying areas in which users are not identifiable [11] . Once a user enters a mixed zone, its identifier changes to a predefined pseudonym specified by a trusted service provider. Therefore, once a service is requested from a user in the mixed zone, the LBS provider would not be able to identify who has asked for the service. Applying the mixed zones idea has attracted much attention from vehicular communications. In some scenarios, pseudonym change technique and mixed zones are combined to provide further privacy for the users of smart devices.
Location cloaking is another popular technique to preserve the privacy of users while benefiting from numerous advantages of LBS apps [12] . This technique also requires a trusted third party to preserve the location privacy of users. The trusted server receives queries from the users and generates a cloaking box around them, including k-1 other locations, and then queries them altogether from the LBS provider. Consequently, the technique aims to achieve k-anonymity for users by requesting the service for a group of locations based on the same identifier.
Cryptography approaches, such as the one proposed in [13] , are becoming more and more popular among the researchers. This technique is implemented as part of the Private Information Retrieval process, in which users retrieve information from the server without it learning what information has been requested. Most approaches [14] , [15] in this area consider the technique in a theoretical setting. Hence, they call for more research to reduce the computational complexity and enable cryptography to protect the location privacy of users.
CHALLENGES & FUTURE DIRECTIONS
In broader view of the preserving location privacy of the users, techniques can be categorized into two groups: (I) approaches that only involve the users and LBS provider or socalled two-tier spatial transformation, and (II) approaches that require a trusted anonymizer as well as the users and LBS provider, or so-called three-tier spatial transformation. The first category involves techniques such as cryptography and a dummy-based approach. This category provides an additional layer of privacy as no other parties are involved that could possibly comprise the privacy of users. However, a principal assumption behind dummy-based algorithms in two-year spatial transformation techniques is that adversaries do not hold any background knowledge that can help them to identify the users. For instance, if the adversary knows about the probability of queries being made from cells, it is shown that it can apply probabilistic or correlation attacks to identify the users. This does not hold for the cryptography technique. If future research is able to reduce the complexity of the cryptography technique, it can be implemented in practical scenarios and has the potential to guarantee the privacy of users in telecommunication networks.
The techniques based on three-tier spatial transformation, such as location cloaking and mixed zones, can provide higher levels of privacy compared to dummy-based algorithms, even if adversaries have background knowledge about users. However, the cost of such an enhanced performance is higher runtime overhead as users need to update their location data with a third-party before they can benefit from LBSs provided by the LBS server. Moreover, many of the algorithms proposed in this category result in delays and high computational complexity as well as a lower quality of service. Additionally, introducing an entirely trusted thirdparty server can become a point of contention itself.
CONCLUSION
In this article, we investigated the importance of location privacy from the user perspective. According to our findings, privacy has a significant impact on the decision of users to use an LBS app. Therefore, it is crucial to develop robust techniques to improve the location privacy of users.
